NHOOPMAIIMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA

C Kax/1pIM I'0ZIOM MOJIOIEKH B UHTEPHETE CTAHOBUTHCS OOJIbILE, a NIKOJIBHUKH OJIHU U3 CaMBbIX
aKTHBHBIX ITOJIb30BaTesne Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOYKHOCTEH, HHTEPHET HECeT U MpobeMbl. DTa namsTKa JOHKHA IIOMOYb Tebe 6e301acHo
HAaxXOJIUTHCS B CETH.

KoMnbrorepHslie BUPYCBI

KoMIbroTepHsIii BUPYC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX IIPOTPaMM, OTINYUTEIIbHOU
0COOEHHOCTBIO KOTOPOM SIBISIETCS CIIOCOOHOCTh K pa3MHOXKEHMIO. B fonosHeHue k 3Tomy,
BUPYCBHI MOT'YT IMOBPEIUTH WIHM MOJHOCTHIO YHHUTOXHUTH BCE (hailibl U TaHHBIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro OblIa 3allylleHa 3apaXKeHHas IporpaMma,
a TaKk)Ke MOBPEIUTh WIH JaXKe YHHUTOXHUTD OTIEPAIMOHHYIO CUCTEMY CO BCceMH (ailiamu B
nesoM. B GonbIMHCTBE CllyyaeB pacpoCTPaHsIOTCS BUPYChI Uepe3 HHTEPHET.

MeTopbl 3aUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Ucnionb3yil coBpeMeHHbIE ONEPALIHOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HbIM YPOBEHB 3aIUTHI
OT BPEZIOHOCHBIX IIPOTPaMM;

2. IlocTosiHHO ycTaHaBIMBaK MayTH (II(POBBIE 3aIIATKH, KOTOPHIE aBTOMATUYECKH
YCTaHABIIMBAIOTCA C IIEJIbIO IOPaOOTKH MPOTPaMMBbl) U Apyrue oOHOBJIEHUS CBOEH
OTeparuoHHON crcTeMbl. CKauMBai UX TOJIBKO ¢ OPHUIIMAILHOTO caiita pa3padborunka OC. Ecnu
CYIIECTBYET PEKUM aBTOMATUUYECKOTO OOHOBIICHUS, BKIIIOUH €T0;

3. Paboraii Ha CBOEM KOMITBIOTEPE OJT IPaBaMU IOJIb30BATENs, a HE aJ]MHHUCTpATOpa. ITO HE
TII0O3BOJIUT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX IMPOrpaMM MHCTAJNIMPOBATLCA HA TBOEM IIEPCOHATIBHOM
KOMITBIOTEPE;

4. Ucnionb3yit aHTUBUPYCHBIE TPOTPAMMHBIE MTPOTYKTHI U3BECTHBIX MTPOU3BOUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub (pU3NUECKHI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6. Vcrionb3yil BHEIIHUE HOCUTENN HH(OpMAIIMH, TaKHe Kak (hJelka, TUCK iU (aiiin u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTKphIBail KOMIIbIOTEpHBIE (hailiibl, MOTYyYEHHbIE N3 HEHAIEKHBIX UICTOYHHUKOB. Jlaxke Te
(aiinel, KOTOpbIE pUCIaT TBOIM 3HAKOMBIN. JIyyllle yTOuYHH y HETo, OTHPABJISUI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 3T0 He Buj nepenayn TaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH, Mapka. Eme B 1991
rojay HUAepiIaHACKas kommnaHus 3apeructpuposaia opena "WECA", aro o603Ha4ano
cioBocouetanue "Wireless Fidelity", koTopblii mepeBoautcs kak "GecrpoBoiHas TOYHOCTH'.

Jlo Hamero BpeMeHH JAoILIa Ipyras abopeBuaTypa, KOTopas SBJIseTCs TaKOU )Ke TeXHOJIOTHEH.
D10 abbpeBuarypa "Wi-Fi". Takoe HazBanue ObUIO JaHO C HAMEKOM Ha CTaHAPT BBICIICH
3BykoBo# TexHuku Hi-Fi, uto B mepeBosie 03Ha4yaeT "BbICOKasi TOYHOCTH'.

Ja, 6ecruiaTHBI HHTEPHET-IOCTYII B Kae, OTEeNAX U adpOoIopTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B UHTEpHET. HO MHOTME 3KCIEepThI CUMTAIOT, YTO 001 0CTYyIIHbIE Wi-
Fi cetn He aBnstoTCS 0€30MaCHBIMU.

CoBertsl 10 Oe30macHOCTH paboThI B 00MIeI0CTYIHBIX ceTsix Wi-fi:



1. He nepenaBaii cBoto muuHyto uHpopMaruio yepes odmenoctymnusie Wi-Fi cetu. Paboras B
HUX, JKEJIAaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI U KaKUe-TO HOMEpA;

2. Ucnionw3yii u 0OHOBIISH aHTUBHPYCHBIC POTPAMMBI M OpaHaMayep. TeM caMbIM ThI
o0e3omacuiib ceds 0T 3aKaYKU BUpyca Ha TBOE YCTPOWCTBO;

3. Ilpu ucnons3oBanuu Wi-Fi otximroun dynkiuio "O0mmit noctyn K ¢daiinam u npuaTepam’.
JlaHHas GyHKIUS 3aKphITA [0 YMOITYAHHIO, OJTHAKO HEKOTOPHIE MTOJIb30BATEIIN aAKTUBUPYIOT €€
JUIs yI0O0CTBa NCTIOIB30BAHNUS B paboTe nin yueoe;

4. He ucnionp3yii myOmuunsiii WI-FI 1t mepenaun TUYHBIX JaHHBIX, HAIPUMED AJIS BBIXOJA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Ucnonw3yit Tonbko 3amuiiennoe coenunenne yepe3 HTTPS, a ne HTTP, T.e. mpu nabope
BeO-anmpeca BBoau UMeHHO "https://";

6. B moObunsHOM Tenedone otkimoun Gynkuuio "l[lonkmouenne k Wi-Fi aBromarnyecku". He
JIONYCKai aBTOMaTH4eCcKOro MOAKIIIOYEHHs ycTpoiicTBa Kk ceTaM Wi-Fi 6e3 TBoero cormacusi.

COI_[I/IaJ'IbHBIe CCTU

ConuanbHbIe CETH aKTUBHO BXOJIAT B HAIILY )KU3Hb, MHOTHUE JIFOJM PA0OTAIOT U JKUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUJUIAAP/T YEIIOBEK, UTO SIBISICTCS OJTHON
CEeIbMOM BCeX JKUTENCH TUIaHeThl. MHOTHE T0JIb30BaTEN I HE TIOHMMAIOT, YTO HHPOpMAIIHS,
pPasMCIICHHAA UMW B COOUAJTIBHBIX CCTAX, MOXKCET OBITH HaﬁHeHa " UCII0JIb30BaHa KEM yroaHo, B
TOM YHCJIC HE 0053aTeNIbHO ¢ OJIariMK HaMEPEHHUSIMU.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMaJIbHBIX CCTAX:

1. Orpanuyb criucok Apy3ei. Y TeOs B Ipy3bsiX HE TOJDKHO OBITH CIYYalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amuMiail cBoro YyacTHYIO Ku3Hb. He yka3biBail mapoiu, TesnedoHsbl, aapeca, 1aTy TBOETO
POXKIEHUS U IPYT'YIO JUUHYI0 HHPOPMAIUIO. 3T0YMBIIIJIEHHUKH MOTYT UCIIOJIb30BaTh AaXKe
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amuiaii CBOIO peryTalHtIo - Iep>KU €€ B YUCTOTE U 3aJaBail cebe BOpoc: XOTel Obl ThI,
YTOOBI JPyTHe MOJb30BATENN BUIEIH, YTO ThI 3arpyxaews? [Toxymaii, mpexae 4eM 4To-To
OIyOJIMKOBATh, HAITUCATD U 3arPYy3UTh;

4. Ecnu Thl rOBOpUILIB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIIBHOE UM U
JIPYTYIO JTUYHYIO HHPOPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO YUeObI U MPOYEE;

5. N36eraii pazmemenus Gororpaduii B UuTepHeTe, r/1€ Th N300pakeH Ha MECTHOCTH, TI0
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIOIOKEHNUE;

6. [Ipu peructpanuu B COIMATBHON CETH HEOOXOAUMO HCIIOIH30BATh CIIOKHBIE MTAPOJIH,
cocrosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. st CONManbHOM CETH, MOYTHI U IPYTHUX CAUTOB HEOOXOIMMO MCIIOJIb30BATh Pa3HBIC MMAPOJIH.
Toraa ecnu T€0s1 B3IOMAIOT, TO 3JI0YMBIIIJICHHUKH TOTy4YaT JOCTYH TOIBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.

DJIEKTPOHHBIE AEHbIU

DIIeKTPOHHBIE ICHBTU - 3TO OYCHb YAOOHBIN CIOCO0 TUIATEeKEH, OTHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT OJYUUTH 3TU ACHBI'U.



3JI€KTpOHHI:I€ ACHBI'Y TOABHUIINCHE COBCEM HCAABHO M UMCHHO M3-3a 3TOI'0O BO MHOT'MX
rocygapCTBax g0 CHUX IIOP HE INPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun ke oHu QyHKIIMOHUPYIOT U O HUX Y€ MPOMUCAHO B 3aKOHE, TIe UX Pa3JIesstoT Ha
HECKOJIbKO BHJIOB - aHOHHUMHBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercs MPoBOAUTH onepaluuu 6e3 uaeHTu(UKaluY MoJIb30BaTeNs, a B
HEAaHOHWMHBIX UACHTU(DUKAIIVS ITOJTH30BATENS ABISETCS 00sI3aTEIILHOM.

Taroke crieayeT pa3nuyarhb JIeKTPOHHbIE (PHAaTHBIC NEHBIU (PAaBHBI TOCYJAPCTBEHHBIM BAJTIOTaM)
U JIEKTPOHHBIE He(puaTHbIe NEHbIU (HE paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 OE30IaCHOM pa60Te C DJICKTPOHHBIMHU JICHbI'aMU:

1. [TpuBsbku K cueTy MOOMIIbHBIN TeneoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCO0
BOCCTAHOBUTB JIOCTYII K c4eTy. [IpuBsi3aHHbIN TelleOH TOMOXKET, €Clii 3a0y/IelIb CBOM
TUTATS)KHBIA TTAPOJIh WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Ucnonw3yit ogqHopasoBele napoiu. [locie nepexona Ha YCUICHHYIO aBTOPU3ALIMIO TeOe yxke
He Oy/IeT yrpoXxaTh OMAaCHOCTh KPaXKH MJIH IepeXBaTa IIATeKHOTO IapOJIs;

3. BriOGepu cnoxHbIii mapois. [Ipectynaukam OyneT He IpOCTO yrajaaTh CIOKHBIA Mapoib.
HapnexHble maposu - 3To napoJiu, KOTOpble COAEp)KaT He MEHee 8 3HaKOB U BKIIIOUYAIOT B ce0s
CTPOYHBIE U MPONUCHBIE OYKBBI, HU(PBI U HECKOJIBLKO CUMBOJIOB, TAKME KaK 3HAK J0Ju1apa,
¢dyHTa, BOCKJIMIIATENbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOJHM CBOM JIMYHBIC JAHHBIC HA caﬁTax, KOTOPBIM HC JOBCPACIID.
SJIGKTpOHHaH modyra

DNEKTPOHHAs MOYTA - 9TO TEXHOJIOTHS U IIPEIOCTABIIIEMBIE €10 YCIIYTH IO IEPECBIIKE U
MOJIYYEHUIO JIEKTPOHHBIX COOOIIEHH, KOTOPBIE PACIIPEACISAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO 3MEKTPOHHBIN MOYTOBBIN SAIIKK BBIMJISIIUT CIIEIYIOIUM 00pa3oMm:
UMs_TI0JIb30BaTeNsA(@uMsl_JoMeHa. Takke Kpome nepeayu NpocToro TeKCTa, UMeeTCs
BO3MOYKHOCTb IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 10 6€30TMacHOM padoTe ¢ ANEKTPOHHOU MOYTOM:

1. Hano BeIOpaTh mpaBHIIbHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYYIE IOBEPATh TEM, KOI'O 3HACIIb U KTO MEPBBIN B
pEUTHHTE;

2. He yka3biBail B TU4HOM nouTe JTU4HYI0 HH(popManuio. Hanpumep, myurie BoIOpaTh
"My3bIKanbHbIN _(aHaT@" umu "pok2013" Bmecto "Temal3";

3. Mcnonp3yil IBYX3TallHYI0 aBTOPU3ALMIO. JTO KOTAAa IOMUMO MapoJs HY’KHO BBOAUTH KO/,
IpUChUTaeMbIi 0 SMS;

4. Beibepu cl0KHBIN TTapoak. J{J1s Kak10T0 MOYTOBOTO SITUKA TOJDKEH OBITh CBOM HAJICKHBIMH,
YCTOWUYHMBBIN K B3JIOMY I1apOJIb;

5. Eci ecTh BO3MOKHOCTB HaIlMCaTh CAaMOMY CBOM JIMYHBIN BOIIPOC, UCIIONIB3YH 3Ty
BO3MO>KHOCTE;

6. Mcnosb3yi HECKOJIBKO MOYTOBBIX SIITUKOB. [IepBbIi 151 4aCTHOM NMEPENUCKHU ¢ aapecaTaMy,
KOTOPBIM Thl JOBEPSAEIIb. DTO MIEKTPOHHBIN aipeC HE HAJ0 UCIIOJIb30BaTh IIPU PETUCTPALIUU Ha
dbopymax u caiftax;



7. He oTkpeiBaii (ailsibl U Apyrue BIOKEHUS B UCbMaX, Ja)K€ €CIIM OHU MPHUIILTH OT TBOUX
apys3eil. Jlydiie yTouHM y HUX, OTHPABIIsUIN JIM OHU TeOe 3T (aiiibl;

8. [Tocne okoHUaHUs pabOTHI HA TOYTOBOM CEPBHCE MEPE]l 3aKPHITHEM BKIIQJKH C CAUTOM HE
3a0yap HaxaTh Ha "Beriitu".

KubepOyiiHT Wik BUPTYaabHOE U3/1€BATEIHCTBO

KubepOyiuHr - npecieoBaHie COOOIECHUSIMU, COACPKAIUMH OCKOPOJICHHUS, arpeCCHIo,
3aIyTMBaHKE; XYJIUTaHCTBO; COIHMAIbHOE OOMKOTHPOBAHHE C TOMOIIBIO Pa3INYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KHOSPOYIITHHTOM:

1. He 6pocatiics B 601, Jlydmuii crioco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CIIM HET TOTO, K
KOMY MOYKHO 00paTUThCs, TO BHAYAJIE YCIIOKOUTHCS. Eciu Thl HauHeIb OTBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO €Iie OOJIbINe pa30XiKellb KOH(IUKT;

2. Yopasinsii cBoeil kubeppenyranuei;

3. AHOHUMHOCTB B ceTi MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XynuraHcKuii o0Opa3 BUpTyalibHOM ku3HH. IHTEpHET hUKCHUpYeT BCE TBOU
JIEUCTBUSI 1 COXPAHSIET UX. Y JAIUTh UX OYyJeT KpaiiHe 3aTPyIHUTEIbHO;

5. Cobmro1ali CBOXO BUPTYaIbHYIO Y€CTh CMOJIOY;

6. Irnopupyii eninHNYHbIN HeratuB. OJJHOpPa30Bble OCKOPOUTENbHBIE COOOIIEHNUS JIyUllle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpaaeTcs Ha Ha4aabHOU CTaaNH;

7. Ban arpeccopa. B nmporpamMmMax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMU, B COITUATBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIIPABKU COOOIIIEHUH C OMPEICTICHHBIX apEecoB;

8. Ecnu ThI cBUzieTeNns KnbepOyuMHra. TBoU AeHCTBUS: BHICTYIIMTH IPOTHUB MIPECIeI0BaATENs,
MI0Ka3aTh €My, 4TO €ro JIEHCTBUS OLIEHUBAIOTCS] HETAaTUBHO, OJIJIEPKATh )KEPTBY, KOTOPOH
HYXHa [ICUXO0JIOTHYECKasi IOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOIO IIOBEJICHUS B
CETH.

MoobwibHbIN TenehoH

CoBpemenHble cMapT(HOHBI U TIAHIIETHI COAEepkKaT B ce0e BIOJHE B3POCIbIA (QYHKIIMOHAT, U
TENepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTEpamMu. OHAKO, CPENCTB
3aLUTHI JJ1 TOT0OHBIX YCTPOMCTB MOKA OUY€Hb MaJlo. TeCTUPOBAaHUE U MTOUCK ySI3BUMOCTEN B
HUX IPOMCXOJUT HE TaK MHTEHCUBHO, Kak A [IK, To e camoe kacaercss 1 MOOMIIBHBIX
MIPUIIOKEHUN.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHbIE aHAIOTH, OJTHAKO
pacupenre (pyHKIIMOHAJa BIICUET 3a cO00 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3alIUIEHHOCTD.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPHIBAIOIINE KPUTHIECCKHE
YSI3BUMOCTH 1711 CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI /sl 06€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He sBsieTcs o-HacTosILEMy OecIuIaTHBIM. byb 0CTOpOKEH, Bellb Korja Tede
npeyiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;



Hymaii, mpexae ueM otnpaBute SMS, ¢hoto unu Buaeo. Thl TOUHO 3HaEIIb, T€ OHU OYAYT B
KOHEYHOM HUTOre?

Heo0xoaumMo 0OHOBISATH ONEPAllMOHHYIO CUCTEMY TBOEro cMapThoHa;
Hcnonb3yit aHTUBHPYCHBIE POTPaMMBbI JJ11 MOOUJIBHBIX TeNe(OHOB;

He 3arpy>1<a171 IIPUITIOKEHUA OT HECU3BCCTHOI'O KICTOYHHUKA, BEAb OHU MOT'YT COACPIKATDH
BPCAOHOCHOC NIPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocie TOoro Kak Thl BBRIMICIIB C CaiiTa, TJ€ BBOIMII JIMYHYIO HH(POPMAITUIO, 3aii11 B HACTPOUKH
Opay3epa u ynanu cookies;

HCpI/IO,I[I/ILIeCKI/I HpOBepﬂﬁ, KaKH€ IUIaTHBIC YCIYI'H aKTUBHPOBAaHbI HA TBOEM HOMCEPE,

JagBaii cBoii HOMep MOOMIBHOTO Tene(oHa TOIBKO JFOSM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth momkeH OBITh BBIKIIFOUEH, KOTJIa THl UM HE TOJIb3yelibest. He 3a0biBaii nHOT 1A
MPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BIeUeHUs, 00bEAUHSIONINE
COTHH ThICSY YEJIOBEK M0 BceMy MUpy. rpoku ucciieayroT JaHHbIH UM MUp, OOLIAIOTCS IPYT C
JPYTOM, BBIIIOJIHSAIOT 3a/1aHUs, CPAXKAKOTCS C MOHCTPAMHU U IIOJy4aloT OIBIT. 3a YAOBOJIBCTBHE
OHM IUIATST: MOKYNAIOT IUCK, OINIAYMBAaOT A00OHEMEHT WJIM IPUOOPETAIOT KAKKE-TO OIILIUH.

Bce st cpenctBa uyT Ha noAaepKaHue U pa3BUTHE UTPHI, a TAaKXKe Ha caMmy 0€30MacHOCTb:
COBEPUIEHCTBYIOTCS CUCTEMBI aBTOPU3ALINH, BBIITYCKAIOTCS HOBBIE AaT4X (L[ POBbIE 3aIIaTKU
JUIS IPOTPaMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HI>IX HUIrpax CTOUT OMACATHCA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaKHU TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3allUN OOJIBLIIMHCTBA urp.

OCHOBHBIC COBETHI 110 OS30IIaCHOCTH TBOCTO HUI'POBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BeneT ceOs II0X0 WK CO3JaeT Tebe HEMPUSITHOCTH, 3a0JIOKUpYil ero B
CIHCKE UTPOKOB;

2. HO)KaHYﬁCH AIMUHHUCTpPATOPAM HI'PBI HA IJIOXO0C MMOBCACHUC DTOI'O UTPOKA, KEIJIATCIIbHO
MMPUTOXKUTH KAKHUEC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

3. He yka3biBaii 1uuHyt0 HHGOpMaIuio B mpodaiiie urpsl;
4. YBaxail Ipyrux y4aCTHHKOB IO UTPE;

5. He ycranaBnuBaii HeoumaabHpIe TATYH U MOJIBI,

6. Vlcrionb3yi CIOXKHBIE U pa3HbIE MTapOJIH;

7. Jlaxxe BO BpeMsI HTPBI HE CTOUT OTKJIFOYaTh aHTUBUPYC. [10Ka ThI Urpaenib, TBOM KOMIIBIOTEP
MOTYT 3apa3uTh.

@OUIIMHT WIN Kpaka JUIHBbIX JAaHHBIX



OOBIYHOM Kpakeil JeHeT U JIOKYMEHTOB CETOHS YK€ HUKOTO HE yIUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKH ITEPEMECTHIINCH B HHTEPHET, U IPOJOJKAIOT
3aHUMATHCS "MIOOUMBIM" HEJIOM.

Tak mosiBUIIacCh HOBasi yrpo3a: HHTEPHET-MOIIEHHUYECTBA WX (DUILKHT, TIaBHAS 1[e]Ib KOTOPOTO
COCTOMT B TTOJIy4CHUH KOH(PHICHINAIBHBIX JaHHBIX IT0JIb30BATEIICH - JIOTHHOB M maposneil. Ha
aHruiickoMm s3bike phishing ynraercs kak gummar (ot fishing - peiGHas nosis, password -
1apoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Ciienn 3a cBoMM akkayHTOM. Ecim ThI moio3peBaenib, 9To TBOSI aHKETa ObUIa B3JIOMaHa, TO
HEo0XO0IMMO 3a0JI0KMPOBATh €€ ¥ COOOLINTH aIMHHUCTPATOPaM pecypca 00 TOM KaK MOYKHO
CKopee;

2. I/ICHOHBBYﬁ 0e30macHbIe Be6-cal>iTBI, B TOM YHUCJIC, MHTCPHCT-MAIra3BMHOB U ITOHUCKOBBIX CUCTCM;

3. Mcnonp3yii crnokHble U pa3Hbie Mapoiu. TakuM oOpa3om, eciiu TeOs B3JI0MaloT, TO
3JIOYMBIIIJICHHUKH TIOTy4aT JOCTYH TOJIBKO K OJJHOMY TBOEMY IMPOQIITIO B CETH, a HE KO BCEM;

4. Ecnu Te6s1 B3110MasM, TO HEOOX0AUMO NPEAYIPENUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
no06aBiieHb! y T€Os B IpY3bsIX, O TOM, YTO T€Os B3JIOMaJU U, BO3MOXHO, OT TBOETO UMEHH OyAeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBbIE CAaliThI;

5. Ycranosu HanexHbIi napossb (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKII0YM cOXpaHEHHE MapoJs B Opaysepe;

7. He oTkpsiBait haiiiel U Ipyrue BIOKEHUS B MUChMaX, JIa)Ke €CJIM OHU MPHUIILIA OT TBOMX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (haiiibl.

[Mudposast penyranus

[Mudposast penyranus - 3T0 HEraTUBHAs WJIM IO3UTUBHAsI UH(OpMaIMs B CETH O Tebe.
Komnpomerupyromias nHdopmarus, pa3mMenieHHas B MHTEPHETE, MOXKET CEphe3HBIM 00pazomM
OTpa3uThCs Ha TBOeH peanbHOU *u3HU. "L{udposas penyranus" - 3T0 TBOM UMUK, KOTOPBIH
dopmupyetcst U3 HH(popMaLMK O TeOe B MHTEPHETE.

TBoe mecTo KHUTCJIILCTBA, yqeGH, TBOC (I)I/IHaHCOBOC IIOJIOKCHHUC, 0COOEHHOCTH XapakTepa u
paccka3bl O OJU3KHUX - BCE 3TO HAKAIJIMBAETCSA B CETH.

MHorue noapoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKAMK JTUYHON HHPOPMAIIIH B
WuTepHeTe, He MOHMMAsi BO3MOXHBIX MOcieAcTBUN. Thl naxe He CMOKEIb A0ralaThCsl O TOM,
yT0 (oTorpadus, pazmenieHHas 5 JeT Ha3ajl, cTajla IPUYUHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u gpyrue AeicTBUs MOTYT HE HCUE3HYTh Jaxe
10CJI€ TOTO, KaK Thl MX yJaluilb. Thl HE 3HACIIb, KTO COXPaHUJI 3Ty HHPOPMALIKIO, TIonaa JIn
OHA B ITOMCKOBBIE CUCTEMBI M COXPAaHUIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKpY’KalOIINe JII0/IU, KOTOpbIe HAWIYT M YBUAAT 3T0. HaiiTn nHpopmannio MHOTO JIET CrycTs
CMOKeT JI000i1 - Kak U3 100pbIX NOOYKACHH, TaK U C HAMEPEHHEM NMPUUYUHUTD Bpel. ITO
MOJKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aLIUTE LIUPPOBON penyTaIiu:

1. Ilogymaii, mpexie 4eM 4To-To MyOIMKOBaTh U NepeaaBarh y ces B 6J0re UM B COLUATBHOM
cery;



2. B HacTpoiikax npoduist yCTaHOBU OTPAaHUUYEHUS HA POCMOTP TBOETO MPOQPIIIS U €ro
COAEP)KUMOTO, CIIeai ero TOJbKO "I apy3en";

3. He pa3memiaii 1 He yka3bIBail HH(POPMAIUIO, KOTOPast MOKET KOTr0-JTH00 OCKOPOJIAThH M
00MXKaTh.

ABTOpCKOE IIPABO

CoBpeMeHHBIE IIKOJIFHUKY - aKTUBHBIE TTOJIb30BaTENH I (PpoBoro npocrpancTea. OaHaKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH LIM(PPOBOro Mupa TpedyeT
COOJIIOJICHHS TTPaB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "HHTEUIEKTYyallbHAsl COOCTBEHHOCTh'" OTHOCUTCS K Pa3JINYHBbIM TBOPEHUSAM
YeJI0BEYECKOr0 yMa, HAYMHasl ¢ HOBBIX U300pETEeHUH U 3HAKOB, 0003HAYaIOIUX COOCTBEHHOCTh
Ha MMPOJYKTHI U YCIIYTH, ¥ 3aKaHYUBasi KHUTaMH, poTorpadusMu, KHHOPUIEMaMH U
MY3bIKaJIbHBIMH [TPOU3BEACHUSAMHU.

ABTOpCKHE IIpaBa - 3TO [IPaBa Ha MHTEJJIEKTYAJIbHYIO COOCTBEHHOCTh Ha IPOU3BEIEHUS HAyKH,
JUTEpaTyphl U UCKyCCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KAUECTBE FAPAHTUU TOT'O, UTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/AET HallpacHbIM, AACT €My CIIpaBeIMBbIE
BO3MOXKHOCTH 3apabo0TaTh Ha pe3y/bTaTax CBOErO TPY/a, IOJIyYUTh U3BECTHOCTD U IIPU3HAHUE.
HuxTo 6e3 pa3pelieHus aBTopa He MOKET BOCIIPOM3BOAUTH €T0 IPOU3BEACHUE, paCIPOCTPAHSATh,
yOJIMYHO IEMOHCTPUPOBATH, IPO/1aBaTh, UMIIOPTUPOBATH, IIyCKaTh B IPOKAT, IIyOJUYHO
UCIIOJIHAT, I0KA3bIBATh/UCIIOIHSTh B 3Hpe WK pa3meriaTts B VIHTepHeTe.

Hcnonb3oBanue "mupaTcKoro” mporpaMMHOI0O 0OecredeHusl MOXKET IPUBECTH K MHOTUM
pHUCKaM: OT MTOTEpHU JAHHBIX K TBOUM aKKayHTaM 110 OJIOKMPOBKHU TBOETO YCTPOMCTBa, I1ie
yCTaHOBJICHA HellerajibHas mporpamma. He cTouT Takske 3a0bIBaTh, 4TO CYIIECTBYIOT JIEraJbHbIE
u OecIIaTHbIE IPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeteBU4OK.p( - TBOM TJIABHBIN COBETYHK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATH 0 O€30MaCHOCTH B
CETHU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a IPU BOBHUKHOBEHUU KPUTUYECKON CUTYyaIIMU
00paTUThCS 3a COBETOM. A TaKkKe MPUHATh ydacTHE B KOHKYpCax U CTaTh CaMbIM IIU(POBHIM
rpaXxaaHUHOM!



